RECORDS CONTROL
SCHEDULE

Finally ORD and research have a
new Records Control Schedule!
No longer do research records
have to be kept indefinitely. The
regulations and policies regarding
the storage and destruction of
Federal Records are very specific
and must be followed. You can
find this document HERE

Can all Records be stored
electronically? Documents
where electronic signature is not an
option, must remain as hard copies
and stored securely; these include
but are not limited to:

= Informed Consent
= HIPAA Authorization
= FDA 1572

Contact the R&D Office for
questions regarding the storage of
your documents.

Key Personnel vs Non-Key Personnel

Key Study Personnel are:

Defined as the Pl and Co-Investigators with 5% effort or more

*  Must be listed on the IRQ or PRAF

* Must be approved by the IRB

+  Changes, additions/removals, must be submitted to IRB via a PRAF
*  Should be listed on the Informed Consent Documents

Non-Key Study Personnel are:

*  All other study staff

* |dentified and tracked by the R&D Administrative Office

+  Changes, additions/removal, must be reported to the R&D Office

Pl Responsibility:

*  Verify study team members’ training - applicable study procedures, VA
requirements pertaining to human subjects protections

* Conduct and oversee the study in accordance with all ethical standards
required by the VA

QUESTIONS ABOUT EMAIL

Do | need to encrypt an email with “just” the last name and initials?
Yes.

Can | email a patient back who has sent me an email?

No. You must respond either in person or by phone call. VA
regulations and HIPAA both state that you must be able to identify
the person to whom information is released.

Is there encryption for VistA?

No. All information about encryption applies to Outlook.
Does VA mail always stay behind the VA firewall?
No.
What is a firewall?
A piece of hardware or software that provides protection for the

computer and/or network
What is | have other questions?

Contact the Information Security Officer
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